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Computer Forensics & Investigation

CPT 282



COURSE DESCRIPTION  

This course introduces students to methods of computer forensics and investigations.  This course helps prepare students for the International Association of Computer Investigative Specialists (IACIS) certification.  
CREDIT HOURS

Theory

3 credit hours

Lab


0 credit hour

Total


3 credit hours

NOTE: Theory credit hours are a 1:1 contact to credit ratio.  Colleges may schedule lab hours as manipulative (3:1 contact to credit hour ratio) or experimental (2:1 contact to credit hour ratio). 

PREREQUISITE COURSES 
Determined by college unless stated otherwise

CO-REQUISITE COURSES 
Determined by college unless stated otherwise

PROFESSIONAL COMPETENCIES:
· Explain concepts related to computer forensics. 
· Explain critical elements of managing a computer investigation. 
· Set up a computer-forensic workstation and execute an investigation. 
· Recover data from Windows and DOS systems for computer investigations.  
· Describe the Macintosh and Linux boot process and disk structures.  
· Create a computer forensic lab.  
· Use various hardware and software tools to perform activities associated with computer forensics. 
· Identify and control digital evidence. 
· Explain procedures for processing crime and incident scenes. 
· Explain how to acquire digital evidence from disk drives.
· Conduct a computer forensics analyses. 
· Conduct a forensics analysis of e-mail. 
· Conduct a forensics analysis of image files. 
· Prepare reports from forensics analysis. 
· Explain considerations for performing expert testimony. 
INSTRUCTIONAL GOALS:
Cognitive: Comprehend foundational knowledge of computer network systems.

Performance: Apply foundational knowledge of computer network systems encountered in a classroom simulated workplace environment.

Affective:  There are no affective goals directly associated with this course.

PROFESSIONAL COMPETENCIES/OBJECTIVES:
Unless otherwise indicated, evaluation of student’s attainment of objectives is based on knowledge gained from this course.  During performance evaluations, students will be provided necessary tools, equipment, materials, specifications, and any other resources necessary to accomplish the task.  Specifications may be in the form of, but not limited to, manufacturer’s specifications, technical orders, regulations, national and state codes, certification agencies, locally developed lab assignments, or any combination of specifications

	MODULE A – INTRODUCTION TO COMPUTER FORENSICS AND NVESTIGATIONS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	A1.0
Explain concepts related to computer forensics. (B)
	A1.1
This module is measured cognitively.

	ENABLING OBJECTIVES
	KSA Indicators

	A1.1.1
Define terms associated with computer forensics.

A1.1.2
Summarize the history of computer forensics.

A1.1.3
List a variety of computer forensics resources.

A1.1.4
Differentiate between enforcement agency investigations and corporate investigations.

A1.1.5
Explain the importance of maintaining professional conduct. 
	A

B

A

B

B


	MODULE B – COMPUTER INVESTIGATIONS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	B1.0
Explain critical elements of managing a computer investigation. (c)
	B1.1
This module is measured cognitively. 

	B2.0
Set up a computer-forensic workstation and execute an investigation. (3c)
	B2.1
Given a crime scenario involving the potential use of a computer, set up a computer forensic workstation and execute, complete, and critique an investigation.

	ENABLING OBJECTIVES
	KSA Indicators

	B1.1.1
Explain the process for preparing a case for investigation.

B1.1.2
Explain the steps of a systemic approach to prepare a case.
	c

c

	B2.1.1
Explain the process of setting up a computer forensics workstation.

B2.1.2
Explain the steps in executing an investigation.

B2.1.3
Describe the process of completing a case.

B2.1.4
Describe critical information necessary to conduct a thorough critique of a case.
	c

c

c

B


	MODULE C – WINDOWS AND DOS SYSTEMS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	C1.0
Recover data from Windows and DOS systems for computer investigations.  (3c)
	C1.1
Given a variety of scenarios, recover data from Windows and DOS systems.

	ENABLING OBJECTIVES
	KSA Indicators

	C1.1.1
Describe file systems for various Microsoft operating systems.

C1.1.2
Describe the boot sequence for various Microsoft operating systems.

C1.1.3
Describe how to use the registry to obtain trace evidence.

C1.1.4
Describe how data is organized on a disk.

C1.1.5
Explain how Windows and DOS computers store files.

C1.1.6
Describe the function of the File Allocation Table (FAT).

C1.1.7
Differentiate between the versions of FAT.

C1.1.8
Describe New Technology File Systems (NTFS)

C1.1.9
Describe elements of NTSF.

C1.1.10
Describe EFS recovery key agents.

C1.1.11
Describe the Microsoft boot process.

C1.1.12
Describe MS-DOS startup tasks.
	B

B

c

B

B

B

B

B

B

B

B

B


	MODULE D – MACINTOSH AND LINUX BOOT PROCESSES AND DISK STRUCTURES

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	D1.0
Describe the Macintosh and Linux boot process and disk structures.  (B)
	D1.1
This competency is measured cognitively.

	ENABLING OBJECTIVES
	KSA Indicators

	D1.1.1
Describe Macintosh disk structures.

D1.1.2
Describe the boot sequence for Macintosh operating systems.

D1.1.3
Describe UNIX and Linux disk structures.

D1.1.4
Describe the boot sequence for UNIX and Linux operating systems.

D1.1.6
Describe inodes.

D1.1.5
Describe media and hardware structures for various computer platforms. 
	B

B

B

B

B

B


	MODULE E – THE INVESTIATOR’S OFFICE AND LABORATORY

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	E1.0
Create a computer forensic lab.  (3c)
	E1.1
Create a business case for developing a forensics lab.

	ENABLING OBJECTIVES
	KSA Indicators

	E1.1.1
Explain forensic lab certification requirement.
E1.1.2
Differentiate between the general duties of lab managers and staff as specified by the American Society of Crime Laboratory Directors (ASCLD).

E1.1.3
Explain the process of budget planning.

E1.1.4
State the importance of maintaining current certification.
E1.1.5
List agencies that offer computer forensics certification.

E1.1.6
State considerations for lab floor plans.
E1.1.7
Explain ergonomic considerations for forensics laboratories.

E1.1.8
Explain considerations when planning for communication.

E1.1.9
Explain considerations when planning for office security.

E1.1.10
Explain considerations when selecting a work station.
	B
B

B

A

A

A

B

B

B

B


	MODULE F – COMPUTER FORENSICS TOOLS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	F1.0
Use various hardware and software tools to perform activities associated with computer forensics. (3c)
	F1.1
Use software to examine computer files to gather required data.

	ENABLING OBJECTIVES
	KSA Indicators

	F1.1.1
Explain considerations for evaluating software needs.
F1.1.2
Explain the use of various command-line forensic tools.

F1.1.3
Explain the use of graphical user interface (GUI) forensic tools.

F1.1.4
Describe other useful forensic tools.

F1.1.5
Describe the function of various hardware tools.
	B
c

c

c

b


	MODULE G – DIGITAL EVIDENCE CONTROLS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	G1.0
 Identify and control digital evidence. (3c)
	G1.1
 Use digital evidence controls to obtain and secure evidence.

	ENABLING OBJECTIVES
	KSA Indicators

	G1.1.1
Explain the process for identifying digital evidence.
G1.1.2
Explain general tasks investigators perform when working with digital evidence. 

G1.1.3
Explain considerations related to evidence rules.

G1.1.4
Explain considerations related to securing digital evidence.

G1.1.5
Explain the process of cataloguing and preserving the integrity of evidence.
G1.1.6
Explain various types of storage devices for securing evidence. 

G1.1.7
Explain the functions of an evidence custody form.

G1.1.8
Explain digital hash.

G1.1.9
Differentiate between non-keyed and keyed digital hash.
G1.1.10
Explain how to use software to obtain a digital hash.
	b
c

B

B

b

a

c

B

B

b


	MODULE H – PROCESSING CRIME AND INCIDENT SCENES

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	H1.0
Explain procedures for processing crime and incident scenes. (3c)
	H1.1
Given a case study, develop a plan to conduct a crime scene investigation.

	ENABLING OBJECTIVES
	KSA Indicators

	H1.1.1
Explain considerations when collecting evidence in private-sector incident scenes.
H1.1.2
Explain considerations for processing law enforcement crime scenes.

H1.1.3
Explain probable cause.

H1.1.4
Explain warrants.
H1.1.5
Explain considerations when preparing for a search.

H1.1.6
Explain considerations when securing a computer incident or crime scene.

H1.1.7
Explain how to process a major incident or crime scene.

H1.1.8
Explain considerations when processing data centers with an Array of RAIDs.

H1.1.9
Explain the responsibilities of technical advisors. 
	c
B

B

B

c

c

b

c

B


	MODULE I – DATA ACQUISITION

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	I1.0
Explain how to acquire digital evidence from disk drives.  (B)
	I1.1
This competency is measured cognitively.

	ENABLING OBJECTIVES
	KSA Indicators

	I1.1.1
Explain methods to acquire digital evidence.
I1.1.2
Explain considerations for planning data recovery contingencies.

I1.1.3
Describe the use of various forensics acquisition tools.
	b
B
b


	MODULE J – COMPUTER FORENSIC ANALYSIS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	J1.0
Conduct a computer forensics analyses. (3c)
	J1.1
Given a case study, conduct a computer forensic analysis using software and procedures learned in this module.

	ENABLING OBJECTIVES
	KSA Indicators

	J1.1.1
Explain the concept of “scope creep.”
J1.1.2
Explain how to refine an investigation plan.

J1.1.3
Explain how to use various computer forensic analyses tools.
	B
B

c


	MODULE K – E-MAIL INVESTIGATIONS

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	K1.0
Conduct a forensics analysis of e-mail. (3c)
	K1.0
Given a case study, conduct a forensic analysis of e-mail using software and procedures learned in this module.

	ENABLING OBJECTIVES
	KSA Indicators

	K1.1.1
Explain the environments for sending and receiving e-mail. 
K1.1.2
Explain considerations when identifying e-mail crimes and violations.

K1.1.3
Explain considerations for examining and copying e-mail messages.

K1.1.4
Explain how to view e-mail headers.

K1.1.5
Explain how to trace e-mail messages.

K1.1.6
Explain how to examine various types of e-mail log files.
	B
B

B

b

b

b


	MODULE L – RECOVERING IMAGE FILES

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	L1.0
Conduct a forensics analysis of image files. (3c)
	L1.1
Given a case study, conduct a forensics analysis of image files using software and procedures learned in this module.

	ENABLING OBJECTIVES
	KSA Indicators

	L1.1.1
Explain different image file formats.
L1.1.2
Explain data compression.

L1.1.3
Explain lossless and lossy compression.

L1.1.4
Explain how to identify image file fragments.

L1.1.5
Explain how to recover damaged headers.

L1.1.6
Explain how to recover a fragmented file using specified software.

L1.1.7
Explain how to reconstruct file fragments.

L1.1.8
Explain how to identify unknown file formats.
L1.1.9
Identify common tools to viewing images.

L1.1.10
Explain steganography.

L1.1.11
 Explain the use of steganalysis tools.

L1.1.12
Explain how to identify copyright rules related to the use of graphics.
	B
B

B

b

b

b

b

b

a

B

a

B


	MODULE M – REPORTING AND WITNESSING

	PROFESSIONAL COMPETENCIES
	PERFORMANCE OBJECTIVES

	M1.0
Prepare reports from forensics analysis. (3c)
	M1.1
Given a case study, prepare an in-depth forensics analysis report.

	M2.0
Explain considerations for performing expert testimony. (B)
	M2.1
This module is measured cognitively.

	ENABLING OBJECTIVES
	KSA Indicators

	M1.1.1
Explain the importance of reports.
M1.1.2
Describe various types of reports.

M1.1.3
Explain the content of sections commonly found in reports.
	B
B

B

	M2.1.1
Explain considerations for preparing for testifying in court.
M2.1.2
Describe the typical order of trail proceedings. 

M2.1.3
Explain considerations for testifying.

M2.1.4
Explain types of depositions.
	B
B

B

B


COURSE CONTENT OUTLINE

MODULE A – INTRODUCTION TO COMPUTER FORENSICS AND NVESTIGATIONS
· Understanding computer forensics

· Definitions

· History

· Computer forensics resources

· Preparing for computing investigations

· Enforcement agency investigations

· Corporate investigations

· Maintaining professional conduct

MODULE B – COMPUTER INVESTIGATIONS

· Preparing a computer investigations

· Examining a computer crime

· Examining a company-policy violation

· Systematic approach

· Assessing the case

· Planning the investigation

· Securing evidence

· Data-recovery workstations and software

· Setting up the workstation

· Executing an investigation

· Gathering evidence

· Copying evidence disk

· Analyzing digital evidence

· Completing the case

· Critiquing the case

MODULE C – WINDOWS AND DOS SYSTEMS

· File systems

· Boot sequence

· Registry data

· Disk Drive

· Microsoft file structures

· Disk partition concerns

· Boot partition concerns

· FAT disks

· NTFS disks

· NTSF system files

· NTFS attributes
· NTFS data streams

· NTFS compressed files

· NTFS encrypted file systems (EFS)

· EFS recovery key agents

· Deleting NTFS files

· Microsoft boot tasks

· Windows XP, 2000, and NT startup

· Windows XP system files

· MS-DOS startup tasks

· Other DOS operating systems

MODULE D – MACINTOSH AND LINUX BOOT PROCESSES AND DISK STRUCTURES

· Macintosh file structure

· Volumes

· Macintosh boot tasks

· UNIX and Linux disk structures

· UNIX and Linux overview

· Inodes

· UNIX and Linux boot processes

· Linux loader

· UNIX and Linux drives and partition scheme

· Examining compact disc data structures

· Other DOS operating systems

MODULE E – THE INVESTIATOR’S OFFICE AND LABORATORY

· Forensic lab certification requirements

· Duties of lab manager and staff

· Balancing costs and needs

· Acquiring certification and training

· Physical layout of a lab

· Lab floor plans

· Office ergonomics

· Environmental conditions

· Lighting

· Structural design considerations

· Electrical needs

· Communications

· Facility maintenance

· Security

· Evidence lockers 

· High-risk investigations

· Physical security 

· Fire suppression systems

· Auditing a lab

· Selecting a workstation

· Police labs

· Private and corporate labs

· Hardware peripherals

· Maintaining operating systems and software inventories

· Disaster recovery plan

· Equipment upgrades

· Laptop workstations

· Building a business case for developing a forensics lab
MODULE F – COMPUTER FORENSICS TOOLS

· Evaluating software needs

· NIST tools

· NIJ methods

· Validating forensics tools

· Command-line forensic tools

· NTI tools

· Dx2dump

· DriveSpy

· PDWipe

· Image

· Part 

· SnapBack DatArrest

· Byte Back

· MaresWare

· DIBS Mycroft v3

· Exploring graphical user interface (GUI) forensics tools

· AccessData

· Guidance Software EnCase

· Ontrack

· BIAProtect

· LC Technologies Software

· WinHex Specialist Edition

· DIBS Analyzer Professional Forensic Software

· ProDiscover DFT

· DataLifter

· ASRData

· Internet History Viewer

· Other useful computer forensics tools

· LTTOOLS

· Mtools

· R-Tols

· Explor2fs

· @stake

· TCT and TCTUTILs

· Ilook

· HaskKeeper

· Using Graphic Viewers

· Exploring hardware tools

· Computing-Investiation Workstations

· Building a workstation

· Write-blocker

· LC Technology International Hardware

· Forensic computers

· DIBS

· Digital Intelligence

· Image MASSter Solo

· FastBloc

· Acard

· NoWrite

· Wiebe Tech forensic DirveDock

MODULE G – DIGITAL EVIDENCE CONTROLS

· Identifying digital evidence

· Identifying digital evidence

· Understanding evidence rules

· Securing digital evidence

· Cataloging digital evidence

· Lab evidence considerations

· Processing and handling digital evidence

· Storing digital evidence

· Evidence retention and medial storage needs

· Documenting evidence

· Obtaining a digital signature

MODULE H – PROCESSING CRIME AND INCIDENT SCENES

· Private-sector incident scenes
· Law enforcement crime scenes 

· Preparing for a search

· Identify nature of the case

· Identifying the type of computing system

· Seizing a computer

· Description of location

· Persons in charge

· Technical expertise

· Tools

· Preparing the investigation team

· Securing a crime scene

· Seizing digital evidence

· Processing a major incident or crime scene

· Processing data centers with an Array of RAIDs

· Using a technical advisor

MODULE I – DATA ACQUISITION

· Determining methods
· Data recovery contingencies 

· MS-DOS acquisition tools

· DriveSpy

· Data preservation commands

· Data manipulation commands

· Windows acquisition tools

· Acquiring data on Linux computers

· Other forensics acquisition tools

· SnapBack DatArrest

· SafeBack

· EnCase

MODULE J – COMPUTER FORENSIC ANALYSIS

· Computer forensic analysis
· Using DriveSpy 

· Command switches

· Keyword searching

· Scripts

· Data-Integrity tools

· Residual data collection tools

· DriveSpy command tools

· Other digital intelligence computer forensics tools

· PDBlock

· PDWipe

· Using AccessData’s forensic toolkit

· Computer forensic analysis

· Setting up a forensic workstation

· Performing forensic analysis on Microsoft file systems

· UNIX and Linux forensic analysis

· Macintosh investigations

· Collecting digital evidence

· Hiding partitions

· marking bad clusters

· Bit-shifting

· Steganography

· Examining encrypted files

· Recovering passwords

MODULE K – E-MAIL INVESTIGATIONS

· Client and server in e-mail 

· Investigating e-mail crimes and violations

· Identifying crimes and violations

· Examining messages

· Copying messages

· Printing messages

· Viewing e-mail headers

· Examining additional e-mail files

· Tracing an e-mail message

· E-mail servers

· UNIX e-mail server logs

· Microsoft e-mail server logs

· Novell GroupWise e-mail logs

· Specialized e-mail forensic tools
MODULE L – RECOVERING IMAGE FILES

· Recognizing image files

· Bitmap and Raster images

· Vector images

· Metafile graphics

· Image file formats

· Data compression 

· Locating and recovering image files

· Identifying image file fragments

· Repairing damaged headers

· Reconstructing file fragments

· Identifying unknown file formats

· Analyzing image file headers

· Tools for viewing images

· Steganography in image files

· Steganalysis tools

· Identifying copyright issues with graphics

MODULE M – REPORTING AND WITNESSING 
· The importance of reports

· Limiting the report

· Types of reports

· Guidelines for writing reports
· Structure

· Writing reports

· Report layout

· Forensic Software Reporting Tools

· Preparing for testimony 

· Testifying in Court
· The trial process
· Qualifying your testimony and voir dire
· Potential problems

· Testifying in general

· Presenting evidence

· Using graphics

· Helping your attorney

· Avoiding problems

· Direct examination
· Cross-examination 

· Ethics
· Prosecutorial misconduct
· Providing depositions

RECOMMENDED METHODS OF EVALUATION: The tables of specifications below identify the number of cognitive (knowledge) enabling objectives, psychomotor (performance) objectives, and affective (attitudinal) objectives per module.  Instructors should develop sufficient numbers of evaluation items to ensure complete coverage of each cognitive and/or psychomotor objective identified in each module.  For cognitive objectives, use appropriate written test type based on the complexity indicator for each objective.  Create comprehensive, checklist evaluations for each psychomotor objective. 
Facts/Nomenclature (A/a):  Multiple Choice, Fill-in, List, Matching, Alternative Response (true/false or yes/no) 

Principles/Procedures (B/b):  Multiple Choice, Fill-in, List, Short Answer

Analysis/Operating Principles (C/c):  Multiple Choice, Short Answer, Essay

Evaluation/Complete Theory (D/d): Multiple Choice, Short Answer, Essay

	ENABLING OBJECTIVES 

	
	Cognitive Domain

	
	Facts/ Nomenclature
	Principles/ Procedures
	Analysis/ Operating Principles
	Evaluation/ Complete Theory
	Total

Objectives

	Module A
	2
	3
	-
	-
	5

	Module B
	-
	1
	5
	-
	6

	Module C
	-
	11
	1
	-
	12

	Module D
	-
	6
	-
	-
	6

	Module E
	3
	7
	-
	-
	10

	Module F
	-
	2
	3
	-
	5

	Module G
	1
	7
	2
	-
	10

	Module H
	-
	5
	4
	-
	9

	Module I
	-
	3
	-
	-
	3

	Module J
	-
	2
	1
	-
	3

	Module K
	-
	6
	-
	-
	6

	Module L
	2
	10
	-
	-
	12

	Module M
	-
	7
	-
	-
	7

	Total
	8
	70
	16
	0
	94


	PERFORMANCE OBJECTIVES 

	
	Psychomotor Domain

	
	Limited Proficiency

1
	Partially Proficient

2
	Proficient

3
	Highly Proficient

4
	Total

Objectives

	Module A
	-
	-
	-
	-
	0

	Module B
	-
	-
	1
	-
	1

	Module C
	-
	-
	1
	-
	0

	Module D
	-
	-
	-
	-
	0

	Module E
	-
	-
	1
	-
	1

	Module F
	-
	-
	1
	-
	1

	Module G
	-
	-
	1
	-
	1

	Module H
	-
	-
	1
	-
	1

	Module I
	-
	-
	-
	-
	0

	Module J
	-
	-
	1
	-
	1

	Module K
	-
	-
	1
	-
	1

	Module L
	-
	-
	1
	-
	1

	Module M
	-
	-
	1
	-
	1

	Total
	0
	0
	10
	0
	10


	Knowledge, Skills, and Attitudes (KSA) Indicators

	
	Value
	Key Word(s)
	Definition

	Performance 
Ability 
	4
	Highly 

Proficient
	Performs competency quickly and accurately.  Instructs others how to do the competency.

	
	3
	Proficient
	Performs all parts of the competency.  Needs only a spot check of completed work.

	
	2
	Partially

 Proficient
	Performs most parts of the competency.  Needs help only on hardest parts.

	
	1
	Limited 
Proficiency
	Performs simple parts of the competency.  Needs to be told or shown how to do most of the competency.

	Knowledge of Skills
	d
	Complete

Theory
	Predicts, isolates, and resolves problems about the competency.

	
	c
	Operating Principles
	Identifies why and when the competency must be done and why each step is needed.

	
	b
	Procedures
	Determines step-by-step procedures for doing the competency.

	
	a
	Nomenclature
	Names parts, tools, and simple facts about the competency.

	Knowledge
	D
	Evaluation
	Evaluates conditions and makes proper decisions about the subject.

	
	C
	Analysis
	Analyzes facts and principles and draws conclusions about the subject.

	
	B
	Principles
	Identifies relationship of basic facts and states general principles about the subject.

	
	A
	Facts
	Identifies basic facts and terms about the subject.

	Affective
	*5
	Characterization 

by Value
	Acting consistently with the new value.

	
	*4
	Organization
	Integrating a new value into one's general set of values, giving it some ranking among one's general priorities.

	
	*3
	Valuing
	Showing some definite involvement or commitment.

	
	*2
	Responding
	Showing some new behaviors as a result of experience.

	
	*1
	Receiving
	Being aware of or attending to something in the environment.

	Alpha Scale Values - Any item with an upper case letter (A, B, C, D) by itself is taught as general information on a topic.  This information may be related to the competency or encompass multiple competencies.  Examples might include mathematical computations or knowledge of principles such as Ohm’s Law.

A lower case letter indicates a level of ”Knowledge of Skills."  Individuals are taught information pertaining to performing a competency .  These may be indicated alone or in conjunction with a numerical scale value.  A lower case letter by itself indicates the individual is not required to perform the task-just know about the task.  (example: Can state or explain procedures for doing a task).

Numerical Scale Values - The numbers reflect the levels the individual will be able to perform a competency. Number values are always accompanied by lower case letters (i.e. 1a, 2b, 3c...etc.) in order to specify the level of knowledge of skills associated with the competency.   

Example:  An individual with a competency with a scale indicator of 3b has received training of knowledge of skills whereby he or she can determine the correct procedures and perform with limited supervision; only requiring evaluation of the finished product or procedure.

Asterisk items indicate desired affective domain levels and are used to indicate the desired level for a given competency.   They may be used independently or with other indicators (i.e.   1a-*1, 2c-*3).  If used with another indicator, separate with a hyphen.
NOTE:  Codes indicate terminal values.
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