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[bookmark: _Hlk146541962]IT Security

II. Course Description 
This course is one of five courses that make up the Google IT Technical Support certificate which prepares students to work as an entry-level IT Support Specialist.  This course covers a wide variety of IT security concepts, tools and best practices.  The course includes a background of encryption algorithms, the three A’s of information security and network security solutions

III. Prerequisite: As Determined By College  

IV. Textbook
Due to the varied selection of quality college-level textbooks, each college will select the textbook needed to meet the requirements of this course.

V. Course Learning Outcomes

By the end of the course, students will be able to understand:

● how various encryption algorithms and techniques work as well as their benefits and limitations.
● various authentication systems and types.
● the difference between authentication and authorization.
● how to evaluate potential risks and recommend ways to reduce risk.
● best practices for securing a network. 
● how to help others to grasp security concepts and protect themselves.

VI. Course Outline of Topics
Module A – Understanding Security Threats
· The CIA Triad  
· Essential Security Terms  
· Malicious Software  
· Network Attacks  
· Denial-of-Service  
· Client-Side Attacks  
· Password Attacks  
· Deceptive Attacks  

  Module B – Cryptology
· Cryptography  
· Symmetric Cryptography  
· Symmetric Encryption Algorithms  
· Asymmetric Cryptography  
· Symmetric Cryptography 
· Asymmetric Encryption Algorithms  
· Hashing  
· Hashing Algorithms  
· Public Key Infrastructure  
· Certificates  
· Cryptography in Action  
· Securing Network Traffic  
· Cryptographic Hardware  
· Rejection  

   Module C The 3 A’s of Cybersecurity, Authentication, Authorizing, Accounting
· Best practices for authentication
· Multifactor Authentication  
· Multifactor Authentication Options 
· Certificates 
· RADIUS  
· Kerberos  
· TACACS+
· Single Sign-On  
· Authorization and Access Control Methods
· Access Control  
· Access Control List  
· Tracking Usage and Access  

    Module D – Securing Networks
· Network Hardening Best Practices
· Network Hardware Hardening  
· Network Software Hardening  
· WEP Encryption 
· WPA2  
· Wireless Hardening  
· Sniffing the Network  
· Wireshark and tcpdump  
· Intrusion Detection/Prevention Systems  

     Module E- Network Defense in Depth
· Disabling Unnecessary Components  
· Host-Based Firewall  
· Logging and Auditing  
· Antimalware Protection  
· Disk Encryption  
· Software Patch Management  
· Application Policies
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· Security Goals
· Measuring and Assessing Risk  
· Privacy Policy  
· User Habits  
· Third-Party Security  
· Security Training  
· Incident Reporting and Analysis  
· Incident Response and Recovery  
· Mobile Security and Privacy  
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