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I. Google IT Professional Support IV	       Credit Hours 3
Systems Administration and IT Infrastructure Services

II. Course Description 
This course is one of five courses that make up the Google IT Technical Support certificate which prepares students to work as an entry-level IT Support Specialist.  This course covers how to maintain reliable computer systems in a multi-user environment, how to manage and configure servers, how to recover IT infrastructure in the event of a disaster, and how to use industry tools to manage computers, user information and user productivity.

III. Prerequisite: As Determined By College  

IV. Textbook
Due to the varied selection of quality college-level textbooks, each college will select the textbook needed to meet the requirements of this course.

V. Course Learning Outcomes

By the end of the course, students will be able to:

● utilize best practices for choosing hardware, vendors, and services 
● understand how the most common infrastructure services that keep an organization
running work, and how to manage infrastructure servers
● understand how to make the most of the cloud 
● manage an organization’s computers and users using the directory services, Active
Directory, and OpenLDAP
● choose and manage the tools that an organization will use to manage IT infrastructure
● backup an organization’s data and know how to recover IT infrastructure in the case of
a disaster 
● utilize systems administration knowledge to plan and improve processes for IT environments



VI. Course Outline of Topics
Module A – What is System Administration
· What is Systems Administration?  
· Servers  
· The Cloud  
· Organizational Policies  
· IT Infrastructure Services  
· User and Hardware Provisioning  
· Routine Maintenance  
· Vendors
· Troubleshooting and Managing Issues  
· Never Test in Production  
· Assessing Risk 
· Fixing Things the Right Way

  Module B – Network and Infrastructure Services
· What are IT Infrastructure Services?
· The Role of IT Infrastructure Services in SysAdmin  
· Types of IT Infrastructure Services  
· Server Operating Systems  
· Virtualization  
· Remote Access Revisited  
· FTP, SFTP, and TFTP  
· NTP  
· Network Support 
· DNS
· DNS for Web Servers
· DNS for Internal Networks  
· DHCP  
· Unable to Resolve a Hostname or Domain Name  
· Managing Services in Linux  
· Managing Services in Windows  
· Configuring Services in Linux  
· Configuring Services in Windows  
· Configuring DNS with Dnsmasq  
· Configuring DHCP with Dnsmasq

   Module C Software and Platform Services
· Communication Services  
· Email Protocols  
· User Productivity Services: Agreements and Licenses
· Web Server Security Protocols  
· What are file services?  
· Network File Storage  
· Mobile Synchronization 
· Configuring Print Services 
· Web Servers Revisited  
· Database servers
· Cloud Concepts  
· Typical Cloud Infrastructure Setups
· When and How to Choose Cloud

    Module D – Directory Services
· What is a directory server?  
· Implementing Directory Services  
· What is centralized management?  
· LDAP
· LDAP Authentication  
· Active Directory  
· Managing Active Directory  
· Managing Active Directory Users and Groups  
· User Accounts and Groups  
· Managing Active Directory User Passwords  
· Joining an Active Directory Domain  
· Group Policy: Group Policy Object 
· Group Policy Creation and Editing 
· Group Policy Inheritance and Precedence  
· Group Policy Troubleshooting 
· Group Policy Troubleshooting: Common Issues 
· Mobile Device Management (MDM
· OpenLDAP 
· Managing OpenLDAP

     Module E- Data Recovery and Backups
· What is Data Recovery?  
· Backing Up Data  
· Backup Solutions  
· Job transition  
· Testing Backups  
· Types of Backup  
· User Backups
· Disaster Recovery Plans  
· Designing a Disaster Recovery Plan  
· What's a post-mortem?  
· Writing a Post-Mortem  
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