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I. Google IT Professional Support II		       Credit Hours 3
The Bits and Bytes of Computer Networking


II. Course Description 
This course is one of five courses that make up the Google IT Technical Support certificate which prepares students to work as an entry-level IT Support Specialist. This course gives learners an overview of computer networking, from modern networking fundamentals and protocols to the cloud and its applications. 

III. Prerequisite: As Determined By College  

IV. Textbook
Due to the varied selection of quality college-level textbooks, each college will select the textbook needed to meet the requirements of this course.

V. Course Learning Outcomes

By the end of the course, students will be able to: 
a) describe computer networks in terms of a five-layer model
b) understand all of the standard protocols involved with TCP/IP communications
c) grasp powerful network troubleshooting tools and techniques
d) learn network services like DNS and DHCP that help make networks run
e) understand cloud computing, everything as a service, and cloud storage

VI. Course Outline of Topics
Module A – Introduction To Networking
· The 5 layer Model
· Hubs and Switches
· Routers
· Network Cables
· Servers and Clients
· How Bits move across the network media
· Network Ports and Patch Panels
· Ethernet and MAC addresses
· Unicast, Mukticast, Broadcast Packets
· Ethernet Frames

  Module B – The Network Layer
· Introduction to The Network Layer
· IPv4 Addresses
· IPv4 Datagram and Encapsulation
· IPv4 Address Classes
· Address Resolution Protocol
· Subnetting
· Subnet Masks
· Basic Binary Math
· CIDR
· Basic Routing Concepts
· Routing Tables
· Interior Gateway Protocols
· Exterior Gateways, Autonomous Systems, and the IANA
· Non-Routable Address Space

   Module C The Transport and Application Layers
· The Transport Layer
· Dissection of a TCP Segment
· TCP Control Flags and the Three-way Handshake
· TCP Socket States
· Connection-oriented and Connectionless Protocols
· Firewalls
· The Application Layer
· The OSI Model
· All the Layers Working in Unison

   Module D -  Networking Services
· Why we need DNS
· The Steps of Name Resolution
· DNS and UDP
· Resource Record Types
· Anatomy of a Domain Name
· DNS Zones
· Overview of DHCP
· Basics of NAT
· NAT and the Transport Layer
· Virtual Private Networks
· Proxy Services

    Module E – Connecting to The Internet
· Dial-up and Modems
· Broadband
· T-Carrier Technologies
· Digital Subscriber Lines
· Cable Broadband
· Fiber Connections
· Wide Area Network Technologies
· Point-to-Point VPNs
· Introduction to Wireless Networking Technologies
· Wireless Network Configurations
· Wireless Channels
· Wireless Security
· Cellular Networking
· Mobile Device Networks

     Module F- Troubleshooting and the Future of Networking
· Ping: Internet Control Message Protocol
· Traceroute  
· Testing Port Connectivity  
· Name Resolution Tools 
· Public DNS Servers  
· DNS Registration and Expiration  
· Hosts Files  
· What is The Cloud?  
· Cloud Storage
· IPv6 Addressing and Subnetting  
· IPv6 Headers  
· IPv6 and IPv4 Harmony  
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