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COURSE DESCRIPTIONS: CAREER/TECHNICAL DISCIPLINES 
HOMELAND SECURITY (HLS)
  
	CIP CODE 43.9999 SECURITY AND PROTECTIVE SERVICES.

Instructional programs that focus on the principles and procedures for providing police, fire, and other safety services and managing penal institutions. 


5/27/15
	Summary of Changes

	DATE
	COURSE #
	COURSE TITLE
	RECENT CHANGES

	8/14/14
	
	207, 210, 216, 250, 251
	Archived due to inactivity.

	12/17/10
	110
	INTRODUCTION TO HOMELAND SECURITY
	Course added per Bishop State request

	12/17/10
	145
	TRANSPORTATION AND BORDER SECURITY
	Course added per Bishop State request

	12/17/10
	219
	INTELLIGENCE ANALYSIS and SECURITY MANAGEMENT
	Course added per Bishop State request

	Comments:




	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	100
	Introduction to First Responder and Public Safety Careers
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

Exploration of the career paths, technical and academic qualification requirements, interdisciplinary nature and regimen associated with all First Responders careers, including members of teams involved with all positions within the Fire Service, Law Enforcement, Emergency Medical, Emergency Management, Homeland Security, and Federal Response careers. Significant coverage of the critical natures and aspects of each major career opportunity will be covered, including requirements involving interdepartmental communication, coordination, and organizational interaction.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	110
	introduction to homeland security
	3
	0
	3

	Course Description
	Added
	12/17/10

	PREREQUISITE: As required by college. 

This course is designed to provide an overview of the professional competencies related to Homeland Security. Specific topics include characteristics of national and international terrorism, the history of terrorist threats and events in the US, enhancing communication skills within Homeland Security Agencies, methods and outcomes to counter terrorism, organizational roles and functions, ethical practices, insights into various terrorist groups, interpreting forensic evidence, and strategic planning.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	120
	Homeland Security Strategies and Operational Techniques
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

Overview of the administrative, legislative, and operational elements of Homeland Security programs and the internal associated processes including a review of the history of Department of Homeland Security, policies, and programs. Provides an overview of homeland security topics including: bioterrorism (attacks with contagious agents such as smallpox or non-contagious agents such as anthrax, and attacks on the food supply), pandemic influenza, nuclear security at ports and around cities, the biometric aspects of the US-VISIT Program, the intersection of homeland security and immigration, and suicide bombings. Special overview also includes The National Strategy for Homeland Security and Alabama State Homeland Security Strategy. 


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	142
	Drug Investigations and Operations
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course outlines the criminal nature of drug investigations and operations and interfaces these with similar aspects of terrorism while highlighting the working relationship law enforcement personnel must have with the various disciplines in the Homeland Security community and why these are vital to the nation’s counter-terrorism strategy. The session will outline how this responsibility differs from typical criminal or military issues, how definitions help or hinder that work at the federal, state and local levels and a brief overview of what tools the various disciplines bring to the challenge.  Dual Prefixed with: CRJ-178.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	145
	TRANSPORTATION AND BORDER SECURITY
	3
	0
	3

	Course Description
	Added
	12/17/10

	PREREQUISITE: As required by college. 

The purpose of this course is to provide students with an understanding of the role HLS plays in transportation in border security. Topics include a history of transportation related threats to the US, vulnerabilities in transportation systems, threats to passenger and freight transportation systems, and the roles of various agencies to foster border security. Strategic planning and problem solving for border security will be emphasized.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	155
	Cyber Forensics and Information Security
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

Course materials will parallel those of the U.S. Department of Homeland Security National Computer Forensics Institute in Hoover, Alabama. Founded in March 2007, the center aims to give criminal investigators, prosecutors and judges from the U.S. and other countries the training and support needed to better investigate and understand digital crimes. Specifically, this course describes techniques for analyzing risks to a computer system, extracting and documenting computer evidence stored as data or magnetically encoded information, and implementing a security policy that protects information assets from potential intrusion.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	160
	Infectious Disease and Pandemic Viruses
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

Course materials will parallel those issued by the Centers for Disease Control, Atlanta, GA, and include the US Department of Health and Human Services (HHS) Pandemic Influenza Plan. A review of this blueprint for pandemic influenza preparation and response will support discussion and scenario generation using guidance from national, state, and local policy makers and health departments. Topics include: an overview of the threat of pandemic influenza, a description of the relationship of this document to other Federal plans and an outline of key roles and responsibilities during a pandemic. In addition, it specifies needs and opportunities to build robust preparedness for and response to pandemic influenza.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	190
	Critical Infrastructure Assessment and Protection
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course provides an overview of these and investigates what constitutes critical infrastructure and includes the design and modification of infrastructure to better thwart terrorism and disaster threats. Evaluation of strategies for promoting vulnerability assessments and risk reduction, and protection of critical infrastructures will be examined. Critical Infrastructure protection is one of the cornerstones of homeland security. The May 22, 1998 Presidential Decision Directive 63 specified eight (8) critical infrastructure sectors and the National Strategy for Protection of Critical Infrastructure and Key Assets lists 11 sectors: Water, Power & Energy, Information & Telecommunications, Chemical Industry, Transportation, Banking & Finance, Defense Industry, Postal & Shipping, Agriculture & Food, Public Health, and Emergency Services. 


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	205
	Homeland Security Legal Issues
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

The very nature of criminal activity and bringing that activity into the legal system mandates a careful approach to evidence, transfer of custody, preservation of crime scene, evidence collection and many other topics all crossing the boundaries from one department to another and require extreme communication and knowledge of each other’s requirements  and responsibilities. This course provides a comprehensive introduction to the legislative underpinnings of domestic homeland security and emergency management processes throughout all departmental arenas: Criminal Justice, Fire Science, Emergency Medical, and Homeland Security. Significant legislation will be reviewed with special consideration for the concepts that define legal duties and consequences for first responders and emergency managers.  This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	215
	Mass Casualty and Triage Management
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course addresses and provides overview to the more grave aspects of Homeland Security and First Responder positions and response activities. Specifically if all prevention and preemptive actions in the face of a natural or manmade have failed and mass casualty events occur, it is again the First Responders who step forward and bear the burden of providing care, support, triage, and recovery methods and procedures. Topics in mass casualty and triage manage include responses to: chemical, biological, radiological, nuclear, and explosive devices (CBRNE), floods, wind, fire, transportation (land, sea, air) disasters involving transportation, coordination, prioritization, and management of care for victims, relatives, and surrounding communities. This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	217
	Multi-Organizational Communications and Report Writing
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course expands upon the need for fast and accurate multi-organization communications throughout all First Responder communities. When disaster response turns into criminal scene investigative paperwork, communications across agency borders and standardized reporting become mandatory for proper legal adjudication. This course reviews the various types of local, state and federal reporting procedures and guidelines, including incident, investigative, progress reports and analyzes the different forms of written communications used throughout the law enforcement and Homeland Security communities. This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	219
	INTELLIGENCE ANALYSIS and SECURITY MANAGEMENT
	3
	0
	3

	Course Description
	Added
	12/17/10

	PREREQUISITE: As required by college. 

The purpose of this course is to provide students with knowledge and skills for intelligence gathering, analysis, and security management. Topics will include foundations and goals for security, ethical and professional behaviors, intelligence policies and functions, the Intelligence Reform and Terrorism Prevention Act, and information dependability. As a result of this course students should be able to use various forms of intelligence, apply sound reasoning, formulates predictions and forecasts terrorist activities. 


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	221
	Weapons of Mass Destruction (Unclassified)
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course provides an overview of the characteristics of and relevant trends associated with weapons of mass destruction (WMD) that are relevant to homeland security and defense operations. WMDs include multiple mechanisms and agents in chemical, biological, radiological, nuclear, and explosive devices – CBRNE. The basics of CBRNE weapons designs are discussed and the general effects of weapon use are analyzed. The characteristics of important CBRNE agents are presented and technologies usable for detection and identification of those agents are described.  Approaches to protecting against WMD weapons (including shielding, protective equipment, decontamination, prophylaxis, etc.) are discussed. 


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	227
	Disaster Management and Recovery
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course reviews and critiques actual plans and engages students in components of effective disaster planning, exercise and scenario design, development, execution and follow-though evaluations within and across all First Responder agencies and jurisdictions. Introduced in this course, the Advanced Combat and Tactical Simulations (ACATS) software designed and developed by Lawrence Livermore National Labs at the University of California, Livermore. Natural and manmade disasters will be addressed and exercise scenarios generated for each with follow-on exercise and simulation execution. This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	231
	Crisis Management
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course provides an overview of issues related to crisis management including the design and implementation of comprehensive emergency management and integrated emergency management strategic plans and covers key legislation impacting all First Responder fields. Specific focus is given to issues relevant to planning, development and execution of crisis communications programs for businesses and organizations and public relations techniques for communications throughout all crisis phases: Pre-Crisis, Crisis, and Post Crisis. This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	241
	Incident Management Team Operations
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course is tailored toward supervisors and managers in the First Responder communities, but can be taken by all levels. The primary purpose is to provide students with a parallel curriculum augmenting the complete National Incident Command System (NIMS) and Incident Command System (ICS) course materials from the Department of Homeland Security and the National Command Strategy documents, as mandated via the Homeland Security Presidential Directive (HSPD-5), Management of Domestic Incidents of March 2004. This course is Multi-Prefixed CJR/EMS/FSC/HLS.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	245
	Bio-Defense and Agro-Terrorism
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

This course provides a broad introduction and awareness of the threat of bio- and agro-terrorism to national and global security. In depth discussions will provide a comprehensive coverage of biological and chemical agents and the threat they pose to society. A review of global concerns for bio-security including the history of biological warfare, bioterrorism, concerns for agro-terrorism, and current initiatives in bio-defense will be included. Cursory reviews will also be included of specific agents, diseases caused, detection methods, and consequence management and follow up considerations, including topics within: GAO food processing security and recalls, security in container storage and import/export controls, meat, poultry, and fish contaminant vulnerabilities, and water and sewage monitoring.


	DPT
	CRS.
	COURSE TITLE
	THEORY
	LAB
	COURSE

	HLS
	290
	Selected Topics Seminar in Homeland Security
	3
	0
	3

	Course Description
	Added
	10/24/07

	PREREQUISITE: As required by college. 

The examination of current issues and concerns with Homeland Security including upcoming National Special Security Events that mandate comprehensive security planning and response capabilities. Challenges of implementing and maintaining homeland security will be covered. The purpose of the Special Topics course is to provide students with an extra focus on 2 or 3 major issues that have current visibility in real world application or debate throughout Homeland Security and First Responder arenas.
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